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FTP (File Transfer Protocol. — Tpotokan nepesauu ¢aitnos) NoIBONAET MONLIOBATENAM
3arpyxaTh Gaiiiel C cepsepa W NEpelaBaTs MX Ha cepsep. Heemotps Ha 10, uto HTTP cramo-
BHTCA Bee Gonee OGLUIM CPEACTBOM Mepeayu dainos, npotokon FTP MIPacT oueHs BaxHYo|
pontb B crykGax nepenatun datinos. CayxGa HTTP orpaitycita HCNonbIOBAHKEM 06o3peBate-
NR IR NPOCMOTPA 3aIPYXACMbIX WIK NepesasacMbix daftios. FTP B cBoio ouepens nolsanser

HCNOMBLIOBATH AN Mepesayu daitnos Gpoyscp, KoMaHamyo ctpoky FTP wan yrwikru cro-
PONHIK MPOHIBOIKTENCH,

Coapanue FTP-yana

JIns Toro ¥Tobk COMATH HoBMf Y&, OTKpPOHTE Kocons IS, wienkHuTe npasoit KHoT=
KoM MBILIH HA IHAYKE CEPBEpA B JCpCBE KATANOTOB K BoiGepuTe KoMaay New=FTP Site
(Cosaams=Yaen FTP) s 3anycka Mactepa coaanus FTP-yana. Mactep sanpocut y Bac
CNCAYIOUIHE NAHHBIE,

® Description (Omscaine). Baemre nerkoe [UIA 3AMOMUHAHUA W CCBUTOK MMA FTP-yana.

® 1P address (IP-anpec). Yxaxure 1P-anpec FTP-cepsepa sy Buibepure onuuio All
Unassigned (3HaveH1A He NPUCBOEHBI) B PACKPLIBAIOLUCMCH CITHCKE, YTO NOIBOTHT
OTBCYaTh Ha 3anpocsl, [P-a1pec KOTOPBIX HE HAIHAUCH WK HE JOCTYTICH.

m TCP port (TCP-nopt). Bseaute TCP-nopt wis nanxoro FTP-yana (no ymomya-
Huio 21). [InA NOBLILCHHA 6CIONACHOCTH MOXHO HCIONBIOBATE APYTOC IHAYCHHE

NOPTa, HO MONBIOBATENH JUIA MOAKUOCHUR K CEPBEPY JNOKHAL IHATL 3TO IHaYe-
HHC 3apaHee. . -

® Path (Tlys). Beeaute myTh K AOMALUHEMY KATanory, KOTOPbIf ABARCTCR KOpHe-
Bam xatanorom FTP-yana, E

m Read/Write (Yreuse-3amues). Ycranosute ¢nakox Read (Utenue) win Wiite
(3anucs) Ana TOrO, YTOGK HAIHAYKTE TPeOyeMuie palpeuicHUA Ha aoctyn k FTP-
yany (s nanok ywma su HasHasacte NTFS-paspewenus). L

Hacrpoiika csoicTs yana . .

g i

Mocne coumanks FTP-yana MOXHO KOHOHIYPHPOBATL €ro cBORCTBA R Gance TooR
Hactpofiku (yrkunit. [I1s 3T0r0 WEIKHUTE NPaBOi KHONKOM MblUY Ha dKauke FTP-yana 5
korcan [IS u swbepute Komarzy Properties (CBOACTBa) B MOABMBLICMCH KOHTEKCTHOM
MeH0. [inanorosoe okHo cBoftcrs FTP-yana nokazaxo ma puc. 24.6. Bal oBHapyxure, wro
ceoficrsa FTP-ywuna noxoxu Ha csofictea Web-yana, XoTR MX HEMHOIO MEHbuIE.

Tepeknodatent, pacnonoxerHbic B rpynne Connection (ToAKnio4eHve) Ha CTpaMue
csoficts FTP-yana, JaioT BaM BOIMOXHOCTb YCTAHOBHTE YHCO ONHOBPEMEHHBIX MOAKMIO-
YeHUR U BpeMa oxuaaHHA. [TpKH BRICOKOR HArPY3IKE WIH MPH HU3IKOH NPONYCKHOH cnocob-
HOCTH Y2 MOXHO OrPaHHHHMTS YHCNO MOAKMIOMCHWA ANA MOBMIICHHS €ro SddeKTHBHO-
CTH. YBCNHUCHHE BPCMCHK OXIIAHHA TIOJBONACT CHUIKTL HANPIKCHHOCTS yana NP nepe-
naye Goabuuux Gaiios Wk BO BpEMA HauGonbleR 3arpyaxu.

Onaxok Enable Logging (BecTy XypHan) MOIBOMAET BaM BECTH PErHCTPALIMIO MOAKMIONE-
HHI M ONpenensTs GOpMAT Tekyuiero XypHana. JUIR NpocMOTPa CMMCKA TEKYLHX MOMBIO-
BATENLCKUX TIOIKMONEHHA H, NPH HEOGXOAHMOCTH, OTKITIOYCHUA ONHOTO MAW HECKQMBKHX
MO/B30BATENEH WEAKHUTE Ha KxoTKe Current Sessions (Texylwue ceancsd).
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SMTP (Simple Mail Transfer Protocol — ITpocTol NpoTOKON INEKTPOHHOR MONTH) LM~
POKO MCMOMBIYETCA KAK MPOTOKON MEPEAINH IACKTPOHHOR Moutht B Internet. Cnyw6a
SMTP, BXONAWAR B COCTAB 11S, COMIACT GupMyQNsHBlE NOUMOBNE CEPSEDH, KOTOPHC B ¢BOID
04Epellh NEPCHANPARARIOT COOBUICHHA K YKa3AHHLIM MONHOMPABHHM MOYTOBBIM CepBepaM,
0BcCneHBAIOUIHM NIOMICPXKY Nonblosatench (Hanpumep, noutosut npotokan POP3), B
nepsyio ouepess, cryk6a SNMP — ato cayx6a otnpasku cooluenuit. Ee rnastoe zocto-
MHCTBO COCTOHT B COMIAHMH MHOKCCTBA MONTOBBIX CCPBEDOB, CBAJAHHBIX CO BCCMH JOMe-
an cepsepa. CrywGa SNMP oGpabarhipact BCE MONTOBbIC COOBUICHHS, KIK MPHXOLALLME
ot nons3osatench Intemet, Tak K coataHHble MONBIOBaTENAMK Web-yana.

Cnyx6a SNMP, xonswan 8 cocras Windows 2000, oSccrieyusact cicayioume Kmoe-
BblC BOIMOKHOCTH.

= Kowrrexcuoe ynpasaense. Cayx6a SNMP ucrnonsyer Ty Xe Kokcons cayx6 1S,

| uTo W cay6bt Web, FTP # NNTP, uT0 0BecrieqiBacT caMHyIo TouKy ynpanic-
HUA SR BeeX caykG. KpoMe Toro, IR YTPABeHHR ClyXGoit MOXHO Hemonbio-
DaTh NPOCTOA MpoTOKON ceTegoro ynpasneHis SNMP, XypHan perucrpaumnu co-
Guruit Windows 2000 1 xypiran Tpansakumi SMTP-cnyxGui.





[image: image3.jpg]Coop u nocraeka nowret. Corykby SNMP MOXKHO HACTPOMTS TaxHM oBpatom, YTOGH
COGHPATE BCIO BXQIALLYIO NIOYTY B HIOKHEM KATAIOre CePBEPa, MPRIOCTARNASL BOIMOX-
HOCTb IDYTHM MPIOKEHHAM cepiepa Henansaosats SMTP aryx6y ot namysenus
coobuieHHR, [ng OTNPABKH COODWICHHA NPUIOKCHHA MOTYT MCMOILIOBATS KATANOr
3ArPY3KH — HOIKHBIM - 05paloM OTHOPMATHPOBAHHBIE COODLUEHHS, MOMCLUCHHBIE B
3TOT KATanor, ABTOMATHYcCKH RocTanmotes SMTP-cryxGoft. Kpoe 3roro, npuno-
JKEHHA MOIYT NOChUIaTh cooBLueHHA Yepes TCP-noptsl SMTP-cepaepa.

Orpasurienue coobiuenni. Cryx6a SNMP npeiocTaslAer BOIMOXHOCTS YCTaHO-
BHTb OMNPEAC/ICHHBE OMPAHHYCHHA 1A Kaxaoro SMTP-cepsepa, HanpuMep or-
PaHHMHTB PaMep COOGLICHHMA, YHCNO nomydaTench ¥ T.M. Y106 NpeaoTBpaTHT:
HMCTONBIOBAHKE CEPBEPA B KAYCCTBS PETPAHCIATOPA PEKJIAMHBIX COOGLUCHKH, ye-
TAHOBHTE COOTBCTCTBYIOLLHE OTPAHHYCHHA.

Tlapamerpus MapuipyTHsauns. Cnyx6a SMTP NpenocTaBASET HECKONBKO byHKuMA
ANK YNIPABNCHUMA MApLUPYTH3aUKER nepenasacMblx coobuickkit, CooBlUICHHR Mo-
YT 6Th MEPeaHBl AIPECaTy HEMOCPEACTBEHHO WIH HEPed BEAYWHHA KoMMsloTep
B KAYCCTBE NPOMEXYTOMHOIO PETPaHCAsTOpa. L1 Gonce TOHKOA HACTpoitky Hc-
MONLIYATE APYrHE NAPAMCTP HACTPORKH. e
Besonacuse tpamaximn. Cnyx6a SMTP noaaepxusact kak aHOHMMHMIMR, Tak W
CAHKLHOHWUPOBAHHBII AOCTYTl K K2XIOMY BHPTYNbHOMY CCPBEPY, & TakXe moa-
nepxuBact npotokan (TLS) AR KOAHPOBAHUR BXOAAULMX COOGUUICHUHA.
Peructpauns Tpamsaxusd. BaM NpeloCTABNAETCA BOIMOXHOCTB BCECTOPOHHEMH
perucTpauny onepaunit cryx6st SMTP ans peweHHs NPoGAEM H OTCACKHBAHHT
MCTIONbIOBAHKA CEPBEPA.
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Cryx6a SMTP He YCTaHABNMBACTCK MO YMQMMAHIOO BO BpeMA MHcTaamm Windows 2000.
JIns ec YCTAHOBKH BaM CIICIYCT BOCTIOMBIOBATECA AIUICTOM YCTBHOBKA W YAANEHHS NPOMaMM Na-
He ynpasnerust. Otkpodime okHo Control Paned (Naxens ynpasnewus), Bubepute Add/Remave
Programs (YCTaHoska W yaaneHne nporpaMm) M LUCIKHMTE Ha 3Hauke AddRemove Windows
Components (loSaanenwe W yaanenne koMnoHexTos Windows). [IBAXIN UICTKHMTC HA 3HAYKE
Intemet Information Services (IIS), BeI6CPHTE M3 NOABMBUICTOCK CITHCKA KOMIOHEHTOB SMTP
Service (Cnyx6a SMTP) 1 wenkHuTe Ka KHomxe OK. JLiA 3aMycKa MacTepa nOGAmcHUA Npo-
TPAMM LUE/IKHMTE Ha KHonke Next (Janee).

Hacrpoiika cnyx6bl SMTP

To4Ho Tak Xe Kak wix cryx6 Web 1 FTP, 1IS astomarniccki conact SMTP-cepsep
MO YMOANAHHIO, COOTBETCTBYIOWMA BCEM HeHalHayeHHbM [P-aapecam. Bam HeoGxoaumo
HacTpouTh SMTP-cepBep MO yMOAYaHKIO ANA 06paboTKH COOOWICHMA B KayecTBe peleps-
HOro BUpTYanbHoro SMTP-cepsepa, KOTOPbI/t MOXET GbTh K MOKANTBHLIM.

B nononHeHue x SMTP-cepsepy, 3ANAHHOMY MO YMONYAHHIO, Bl MOXETE COMIATH JuO-
60¢ KOMMYECTBO BUPTYQIbHLIX CCPBCPOB JIA 06pabOTKH COOGWEHHH JUIX OMPENCHCHHBIX
noMeHos W IP-anpccos. B creayiouuix noapayienax Mbl PaCCKAXEM BaM O COMIAHHH M Ha-
cTpoftke BupTyansHnix SMTP-cepsepos.
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s coaunanus Hosoro sHptyansHoro SMTP-cepsepa oTkpoiTe KoHcons IS, wenkiHTe
NpaBoft KHOMKOR MBILUK HA 3HAYKE CCPBEPA H BLIGCPHUTE B KOHTCKCTHOM MCHIO KOMaHIy
New= SMTP Virtual Server (Cosgate<>BupryansHuii SMTP-cepaep). Mactep coatanus Bup-
TyansHoro SMTP-cepsepa 3anpocHT ¥ BAC CREAYIOUIME AAHHMIC.

® SMTP virtual server description (Omucauxe supryasstoro SMTP-cepsepa). Bae-
LMTE JETKOS JULA JAMOMHHAKAA W CCMUIOK HMS BHPTYANbiOFO Cepacpa, KoTOpHIH
TOABKTCA Ha KoHcon 11S.

® P adress (IP-sapec). Beemire [P-anpec cepsepa sutu Buibepute All Unassigned
(Bce HeWasnaueHHwie) IR CePBEPA, KOTOpMM ByAcT OTBevaTh Ha Bce 1P-anpeca,
HC HA3HAYCHHBIC APYTHM YI2M.
® Home directory (BuBop ocxosHoro xatanors). 310 KOPHCBOR KaTanor, B KOTOPOM
XpaHATCR obpabataiBacMbic cooblueHis. i GonblicH 6EIONACHOCTH Nydwe Bbi-
6pats Katanor NTES. Cyx62 SMTP asToMaTH4ECKS COMAeT TpeByeMylo CTpyK-
Typy nanku (nanku Badmail (Qwu6ku noutsl), Drop (C6op), Pickup (3arpy3ka) u
Queue (Ouepeas)).
® Default domain (Buop oMera no ymomaicao). Ha KIKIOM BHPTYLIBHOM CepBepe
CYICCTBYCT QMK 3AMAKKAA 110 YMONUAHILO JOMEH, HCOMBIYEMBIR IR MpPHEMa CO=
OBLLCHHA H3 AIPCCOB, KOTOPBIC HE UMCIOT AomeHa. Yiaxure DNS-ima, onpeaene-
moce TCP/IP-cBoitcTBaM cepsepa Wik moSoe yHikatbHoe DNS-uma. [ocne coua-
HHA BHPTY/IBHOMO CEPBEPA MOXHO COMATh JONOMHMTE/bHbIE ZoMeHsl. Bonee naa-
POGHO O MapaMeTpax HACTPORKA AOMCHA Mbl PACCKAKCM B ClCAYIOLUCM Nofpaaene.
Tlocae TOro KaK BHPTYANbHuIM CepBep COINAH, OH MORBAACTCA Ha KoHconu IS ¢ anyms
HovcpHHMH 0BbexTamu — Domains (Romens) u Current Sessions (Tekywwe ceawcsi). B
NIEPBOM M3 HHX CONCPXATCA NOMCHB, HAJHAUCHHLE CPBEPY. DTOT OGBEKT MOKHO HCMOAL~
308aTh JUIR COMAKMA W YLANCHHR IOMCHOB, a Takke JLIA HaCTPORK MX Mapamctpos. He-
nonsays Bropoft 06bekT — Current Sessions (TekyliMe CeanChl), — MOXHO ONPEACAHTS Te-
KYWHE NOAK/IOYCHHA K BUPTYANHOMY CEPBEDY M, NPH HCOGXOAMMOCTH, NPEpPBATH CEaHC.
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Windows 2000 Server OBBCAMIAET HECKOALKO CIVKG,
CRUIMILY © KINCHTAMI TOKANLILIX ceTeii n cenit Inter-
net B oo nenoe, iisectioe Kak  Hudopvaunoniie

cnya0u Tnteruet (11S)




[image: image7.jpg]Weh-cepep. D eiyada nomoaset mcrponie Windows 2000 v manomierits
dvikutii HTTP-cepieps o Internet. baarosapst 31oii eaykGe, KOMMbIOTEp 11 G3e
Windows 2000 Server MoAct w0 nsts potk paxieiibix Web-yanon. Web-cepnep
HEOBNGIMM TAKAE HENOTOPLIM ADYTHM CIVABIM, DI 00PAION 105 AAMHHICT-
PATHRHOIO VTIPILTENIIR YIVIEHHL CCPACPON 1t OTHOCSULIMIICS K HEMY CIYXGaMH

FTP-cepuep. Mpotokon FTP occncuntiact obyert afinasis MEATY KOMILIOTEpAMIL
HLECAOTA 12 TO. STO MIDASETIO V310K CETH OBCCIEHHIIOT Mepeady Gaition ¢ no-
ot HTTP-cepuicpin. ipxtokon FTI ke cuie ocmercs 1anboitee pacipacTpiane-
IS AT ZUPSRIL 1 11 fiAon 1 oKL cetax 1t Intemet. FTP-
AR NAOCTARIACT HOWOATIOCTL KostiLorepy Windows 2000 Server ynpansins
parsnsatsut FTP-yurawe

Caayaa SMTP. Mpotokon 11 cayaBa SMTP 22107 Bam BOIMOXIIOCTL HACTPOITH
Windows 2000 Server 8 kavecrne SMTP-ceppepa aackTpoInioft nouTL

Cayaga NNTP cetosors npovokosa nepeasn noocteii. CryxGa NNTP 1 coorner-
CTHVIOUT  NPOTOKOT NMPCNOCTAKIHIOT  KIM  BOIMOXKMOCTL  HacTpomTh  Win-
dows 2000 SCrer B KaecTie cepicpa HOROCTEit. ITO NOIBOAMT BIM COIAAKITY OT=
KDHITWE M XIKPLITBC YNNG HOBOCTEN, HAMAYATY PAUIIHLIE CTIOCOBL! NPOBCPKH
HOTMHHOCTIL. COYIABAL PV HOROCTETi € MOACPATOPOM, NOAVHATL COOBILEI I
113 apyriee NNTP-cepsepos Intetnet 1 ottt orspuiToro cepnepa HoBocTei
Cepuepusie pactumpenns Frontlage. Cepneprvie pacumpennst FrontPage nosso-
nsot cayxoe HTTP & Windows 2000 Server noanepxmsath Web-yans, cozan-
nbie npiaoxenes FrontPage kovmae AMicrosoft. B GonbiumcTse cayuacs,
cepreprbic pactmpenis FrontPage adecnewiniaioT yaaneinyio Nposepky noa-
AuitrecTi 479 vanon FrontPage i iy vipanaenise.

K

Ho:3cpa ancumoro pamepiumani Visual TaterDey RAD. Jta cayaba npe-
SOSTARIACT BOIMOAHOCTI paypasoTiKay, Henomaviount Visual InterDev RAD
(cpeas paspaGoTias o1 kommai Micrsofl), ONyYGAHKORLIRATE VANL, COAIIILIC
2 310 WHCTPYMEHTAILIOI IAATIOpME, 1t YIPARAATLS AL
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CylecTsyer cpapiTeasio NPocToii criocob yeTanosKit cayx6u 11S ¢ nomousio Macte-
Pa ycTaHOBKM W yaanerus nporpans. g toro wrobel MitcTannuposars 1S, nponcnatire
cnenyource.

1. Yerawoesre, HacTpoitze 1 nposepbte scc o6AITCABHME HE-11S CHyXGh, COOTBETCT-
Bylowne Hasnayckiw cepsepa (DHCP. DNS, TCP/IP, Index Server u 1.1.).

2. Otxpoitre okio Control Panel (Maxens ynpasnexus) M LIEAKHHTE ABIXKALI HA 3HauKe
Add/Remove Programs (YCTaHoBKa W y1aneHue Nporpam).

3. Llenxmie Ha kionke Add/Remove Windows Components (flo6asneve  yaanekue
KxomnoHenTos Windows)

4. Tlocne Toro kak Windows 2000 IpoAcIeT 1H0ICK YCTAHOBICHHBIX 112 cCpBEpe KOMIO-
HEHTOB, Ha Kkpate OTOBPANICH CRitcoR KownoicuTor (puc. 24.1). Ilns yeraonkit
Beex CTyX6 (1S yeTaHoRITe hIakok paios € neMeHToM Internel Information Serv-
ices (I1S). Mns, araaeaiin aaesent, weakiite 1a xionke Details (Cocras), ana npo-
CMOTPA # BLIGOPA HEODOIMAIN KOMTOHEHTOB.

5. Mocae BuGopa neofbvoumnix caykd weakinme OK. Jlna 3anepuicHis wHcTasUM-
OHHOTO MPOILECEa OTRCTRIE 113 NOARTIOUIICCA NOACKAINI. [1pH yCTaHORKE CAYKG
11S 11coRXOMIAME it I KOTHPYITCE & aiiA0nYIO CHCTEMY € YCTAHOBOMIOF® KOM-
nakT-ameka Windews 2000 Sener. losazireantioe nporpasmitoe ofecriesenue an
Windows 2000 e mesveres

LIS EPCITPY HTE ceprep

6. Mocae sancprier ¢
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Hpouece cas

Gt 1 otk Webey b A0CTATONIO TPOCT 1 pi sitn 1 i
Nanon, Lemn &e 1eotoain oGeche Ty criemantie gyikumt v
IGCTPOIRY CHONCTI 1T peata padulu, To Lt 2T0r0. 10TPeby
Mepmuaii 31an - wiyek pactepa cosaai Web-yanon

o

e

O HEMIG G T 1L

3anyck MacTepa cosnawus Web-y3nos

Lin aobanncim v oitre Kotcomn IS, Bunommn kosay StantsHiagoams
Administraive  ToolsevInternet Services Manager  (Tlyeket [porpantsi Anmimictpepain
et flucneriep cnywd Vinreprera). Lleasimre npaBoli KIOMKOM MUl 19 ke coprc
DA K KOIOPOMY Db XOTTe ao0amuTy ysem. b Bubepite Komainy News:\det S
(Cozpats=Yaen Web), wiofins sanyerim, sactep cozmanms Web-yaion, B nponecee cos,
tren Wehov e AeTen T NB0cHT ¥ IIC CIEAVIONIME TiHHLIE.





[image: image10.jpg]



[image: image11.jpg]Description (Ouncanue). 1o onicaliie, KoTopoc MOABMCTCH A Koncoan 115 1
N03BOJIACT MACHTHAILNPOBATL Y3en

IP Address (IP-anpec). BuGepite [P-aipec yama 3 packpulsaioneracs cimeki
A% KaAIOFO Y3 HCOBXOMHM YHIKATLHBI IP-A1pec, ccamm wh e i, e 1e
sarononxit HTTP, 0 weM Mbi pacckakes Ban Goce 10ApodHo,

TCP port (TCP-nopr). 3aznnumii no ymonsaisso HTTP-topr — 80, 110 woalio oit
PEACANTL MOBOIT MMCIONIIICA NPT, KOTOPBIFT 1He KONDAMKTYET ¢ Apyissin caykBanti
cepuepa. Onpeicaciue MOPTA 11 N0 YMOMMAHINKD HECKOMLKO yeimimer G sonac-
MOCTL, 1OTOMY 4TO /1A MOAKMONCHIA K MOPTY NOTLIORITCIAN HEOONOANG MNEXTh
amaneniie nopr it URL, KaK, HAMPHMED, http: //ww . me: Ty . ¢5a: RUEC, 1eno,
5 1opt S080 1 KirtecTne NpHACR, OBPATITECH MO AUPCCY HLTp: //waiw. 1 i
igment/port-number MM NPOCMOTI  CONTICIE MYIOINETO
CIICKA 3APCTIC PO NOPOLIIO 13BECTHIX HoMepon TCP Hoprow

Host Header (3arononok AAs yina). 3arofonok s YATA — HAts A0MCIE, K-
wmacMoe  nozomateabckid  URL,  Kak,  HANDHMEP.  aowentioc i
support.mcity.org ua URL htep://support.mcity.org/con e
VI MEPEAICTEN 101,30RATENLCKIM 0G0IPEBATENCM 1 cepRep 1t cavaGa 115
AT HCNOAWIORATL CFO JUIS ONPEACACHHA PAVIHIL yInon cephepa. hoaee o
PoGIto 06 HTOM GYAET paccKariio & TOM Taane. B paitene “Hacmaiik napasier-
POK PRI Y08 € omim | P-agpecon™.

SSL port (Hopr SSL). Cean ma nenoiusyere npotokon SSL. rapanspyionttis
GE30MACHYIO HEPEAIY QAN 10 CETH, T8 CORTAMNA Muntctinzare Web-y 5t
onpesieatc nosiep topra SSL. Hosep nopra, Jamanmuii o ysowim - 417

Path to the home directory (IlyTs). Boeanre nat HAACTE NVIL K 1GHIKE, KOTOJ<1Y
GYACT CAYAINTL NEPRUUHOI NANKULGE yana. JIAR 3TOrO MOKHO WOCHOIN HOKEH 1CH
AOKAALIOI! AMKOI, OBHUIMM CeTenbiM pecypeon 1 URL
Allow anonymous access (Papewuty K Be6-yxry anonusui aoctyn). Veramoniie
AOK JLT8 PAIPCIICIA AOHHMHOTO 10cTyia K Web-yiay Wi we criit-
MiTe (UAKOK © DTOil OMUMI AT8 TOFO, HTOGM HICNOALIOMATY YHeTI: &
Windows 2000 : TOATREPATICHIA HOLTHITHOCTIL B IPCACAAN TUIIONO ¥ 11
permissions (P2IPCUICHIUS 12 JOCTYR K BOA-YIAY). VCTA0RITE 10t (i 1o~
Hoctymunie i

nen

Acce:
jeniii s nonmomatencii 1a noctyna k Web-yany
BEITIOUAOT cAcavioLLce.

= Read (Hreune). Paapeuiact HOTLI0RITEAAM NHTATE COAPAINMOE V413

« Run Script (3anyex cuenapuen). ToIBOARET MOAIORATCINM HINVCKATE CHCTi-
Pt ASE. v i g

ccute (Bomonsenne). TpeiocTannser ROIMOKHOCTS MONLIOBATEAAM BLINON-
Wtk npunoxenis ISAPL CGlLu t.n

« Write (3anues). PaspeuacT noAbIORATEARM JANHCH HHPOPMALII B yInE

« Browse (OG30p). M03IBOARET NONLIOBATEARM NPOCMATPHEATL CTPYKTYPY MAMNKIL
Web-y3na.




[image: image12.jpg]TMocne cosnanua Web-ya1a ¢ NOMOLIBIO MACTEPA BAM HEOBXOMMMO HACTPOMTL HEKOTO-
Phic JONONHUTEAHBIE CBOMICTBA ANA OMPCACACHIIA COICPAMMOTO YINa, PAIPCIICHHF t T.A.
06 3TOM PACCKAILBACTCR B CACAYIOUIK PAIICAIX,

Hactpoiika pomalwHero karanora

Mpit n06amncHiti Web-yana ¢ MOMOUIIO MACTEPA BbI ONPEACARETE KATANOT OKATEHOTO
KOMiIbIOTEpa, OBLIYIO CETERYIO NANKY Wi nocTosihmii a1pec URL B kavecTse Aomauniero
Katatora yana. Ha crieaylolicat 37ane Bas HEOGOIMO HAHAMITL COOTHETCTBYIOLHE CBOY
T foMauIHero Katanora. [LiA 3TOF0 WEAKHITE NPaBOii KHOMKOM Mbiluit 1a 3Hauxe Web-
yana B koncomt [1S, BuGepirTe 8 nosmiaueses Mo Properties (Ceoictea) i nepeitanTe
1a axaanky Home Directory ([lomaluuit kaTanor), noKaxHHyo Ha pic. 24.2.

Hacrpoiika napametpoe 6esonacHoctu

Biaaka Directory Security (530NacHOCTs KaTanora) AMATOTOBOTG OKHA CROFCTH v
AICT BAM BOIMOKHOCTE HA3HAUATH JOCTYN 1 YCTAHABAMBATH Napametpis Gesonactioctis Web-
¥312. C NOMOULLIO 37011 BKAAAKI BBI MOKCTE PAIPCUIHTL IWH 3ANPCTHTL AOMMAHMIT BXO
HAKH Ke YKA3ITh APYIOfi C1OCOB MPOBEPKH MOLMHHOCTH (OBLIYHAR NPOBEPKA, 1K KOTOPOTT
NPEILABIACTCA MR 1 NAPOL B TCKCTOBOM opmaTe, WAl Xe BCTpocMas npotepka Win-
dows). Kposte Toro, Mokio onpegeauTs auanasonst |P-aapecos, noctyn k xovopum Gyiet
PAIPCUICH 1AM KINPCULCH, YTO AACT BAM AOMOAMHTEALHBIC CPCICTRY OFPAHINCIIA MOCTYA
K YKATH110M nomceTit, 370 0coleNIO BAXHO MPH PA3PCICHI A0CTYNA TOARKO HOALIONI-
TCAAM NOKATLION CETH, PACTIONOKCHHOM B ONPCACACHHOM MECTE, HAMPHMCD. It OTICAC 1M
OPIAHUIAIL (1R NPCAOTBPAUICHIR BHEINETO MONKNIOCHUA K yINy)

Bxaanka Directory Security (B@30NacHoCT Katanora) TaKXe HOIKOMHE] YCTaARMIEATL
NAPIMETPLI CCPTAMKATON 1t KCUONATH NpoBepKy SSL. Bofce noapodio s paccragent o6
3ToM B pasene *Wenoatsonanie npotokona SSL”

Hacrpoitka ppyrux napameTpos y3na

MapasteTpit GBI HACTIE Y3108 MOKHO COMAACCBATH € OMMCANILING LULVIEAMIT 1t 1
crpoitkamis, Ho e caienyeT ABLIATL, MTO CTPAISLA CBOMCTB Y3 COCTONT 11} IIECKOALKItY
WIAII0K, KAALDI 113 KOTOPLIN HPCAOCTAIMIACT ZONOMNHTEALHLC IEPINCTP IRCTpoiivit. DT
HOIROARIOT HIMCHNTL BMCTPOACHCTING, MPOIYCKIYIO CAOCOBIOCTL YV, VCIALMITL
JOMOMINTEAILE HAPAMETPI GCIOHACHOCTIL Y HAC 1HET BOIMOKIOCTI noapolite onmean,

BCC HAPAMSIPLL, HO3TOMY Mt OCTATORHMEH 112 1EGONEE BRI CRoficTii
® Operators (Oncparopur). Binaaka Operators (Onepatops) cipaiiiii coiicit: ¥4
A AACT BOIMOATIOCTL HPEHOCTAICII APHBIVICTHIT onepatopon utioro Web-
VHI HOALIOWTCIEA 1 (YIIAM. OHEPATOPLE OFPANHNCIL AANMICIDATHRIL
Hpimuerts v OHEPATOPLL MONYT HACTPARATY 1t napaset-
ULV O HE MOPYT BLUOAIBT L UM THCTRATHIILC SR HANIMCD, 1IME





[image: image13.jpg]KoHCOoNu M OCHACTKX onepauuoHHon
crictembl Windows 2000

TCnL’pb, KOT1a BBl MOJAYYILTI HPGE\CTZ\B.‘IEHHC o (IJ)‘IIIi!IHUH\V])HUEHIHH 11 HCTIOJIL30BAHKI
Textiozoritin MMC, MOKHO IPHETYIITD K H3YUEHIIO METOL0H HCIOJIL30BAIINA JaHHoll
TEXHOTOTHIL Ha MPaKTHKE.

Tlpeskzie uex pICTYNNTL K CO3HINO0 COBCTRENHBIX Koticoeil, e i GyeT oata-
KOMIITLCS! C OCHACTKaMIH, BXOAALLIMIL B COCTaB ornepauorilioli citcremsr Windows 2000
Professional. Ilepevens octacTox, sxoxsuutx B cocras Windows 2000 Professional,
conepiknTesa B Tab. 14.1. Obpatitte BHUMaHIe, YTO B 9T0Il TabITiIEe NEPETHCISIOTCA
MMCHIHO OCHACTKI, A He 3apalice co3naittble nierpymertsl MMC, conepyatiitecst B nan-
ke Administrative Tools (AnniHICTpHpOBatite).




[image: image14.jpg]Tabnuua 14.1, OcHacTkv onepaumoHHow cuctemsl Windows 2000 Professional

OcHacTka MMC Onucanue
ActiveX Control (Inement  [lo6asnseT & COCTas KOHCONW 3NEMEHT yrpasnerus ActiveX
ActiveX)

Certificates (CepridikaTsi)  M350AAET NPOCHATPHBATS COARDKIMOR XPAHMMHILL CEPTHAMKATOR
(A7% HEKOTOPOTO NOAL30BATENR, CAYWES UK KOMNbIOTEPE)

OcHactka MMC Onucaniue

Component Services Ynipasnser obbeKTamit COM 1 npunoenusmit COM+,

(Cyx6bi KoMrioHexTos) (YHKUMOHUPYIOLLMMA B CHCTEME

Computer Management YnpaBnsieT NapameTpamit KOHGHTYPaLMIH NOKANHOTD KoMNLIOTEPa,

(YNpasneHue KOMMLIOTEPOM)  TaKMMI KaK IOKaNLHLIE YNETHBIE 33MKCK NONL30BATENEH U rpynn,
CBRABHMA D CHCTEME, UCKH, Ry b, 2Nk OBLLIErD AOCTYN3, NPOCHOTD
OMIOBELIEHHiA © COSLITUAX, CUCTEMHAA HHAOPMALIMA U NAPANETPEI
AVCNETHEDa YCTPORCTE. M03BONAET BoINOAHATS DCHOBHLIZ ONRDALINH,
CBA3BHHSIE C 3AMUHHCTPHDOBAHHEM KOMNsTEPa

Device Manager (QucneTdep  OTOBpaXaeT CNUCOK YCTHOBAEHHOrD H3 KOMNbIoTEpe 06CPYA0B3HUA

YCTpOHCTB) M nepedeHs MCNOnb3yeMelx aNNapaTHbIX PECypcos, YnpasnseT
YCTHOBNRHHBIMM B CHCTEME aNNaPaTHBIMM yCTPOMCTBaM:
Disk Defragmenter Peoprann3yeT AaKHbIe HA AUCKOBBIX TOMaX TakuM 06pa3oM, 4Tout

(AedpparMenTauns ancka) YCKOPUTb K HMM AOCTYN. Ha CaMOM Aene ABNRETCA UHTEpdaicom
BXOARLLEro B CocTas OC NpunoxeHs Disk Defragmenter
([edparmenTaums ancka)

Disk Management YNPaBRSET ZHCKAMH W APYTHM 32MOMHHBIOWAMH YCTPORTT5a:

(Ynpasnenve ancxanih) MOAREPHHEACT PRBOTY C PAIACNAMM, NOTHHECKMMA AUCKM 1
AMHEMUHECKHMA TOMaMY

Event Viewer (pocvorp M03BONSET NPOCMATPHBATS KypHANII COBLITHI KONMLITEP

coBiTwi) i

Fax Service Management YnpanAneT yCTPORCTBaMY 1 XyPHANaM CnyxBul paBoTs: ¢ dakcarit

(¥npasnenme cnyxGoii (Microsoft Fax Sarvice)

dakcos)

Folder (Manka) Cu3naeT 8 cocTaBe Aepeaa KaHconk MIMC nanky, Npit NONOwL KOTOpOR
MOKHO FPyNNMPOBATS OCHACTKM MMC

Group Policy (Mpynnosan CO3ABET W HOAMGIMUIPYET OBLEKTL PYNNOBLIX MOAATHK. B UaCTHOCTH,

nonTiKa) MOXET UCRONB30BATECH AR PACNPOCTPAHEHHA NPHADKEHATT, HACTPOItKH

OANTHIK 1t HA3HBUCHIA CUeHapHes





[image: image15.jpg]Indexing Service (Cnyx6a
MHAGKCMPOBAHWS)

1P Security Policy
Management (ynpasnehie
nonutuko# IPSec)

Link to Web Address (Cceinka
Ha pecypc 8e6)

Local Users and Groups
(NokansHsie nonb3oBaTent
W Tpynnbl)

Performance Logs and Alerts
(OnoseweHus 1 XypHansi
NPOM3BOAUTENLHOCTH)
Removable Storage
Management (YnpasneHue
CEMHbIMI HOCHTENSMI)

Ynpaenser paGoToit actpoenHoi 8 OC cnyxBbl UHACKTHPOBAHHS
(Indexing Service)

Ynpasnaet nonutukamy IPSec (IP-6e3onacHacts). TexHonorua IPSac
06ecneyMBaRT J3WNLLEHHYI0 NEPeAaYy AAHHLIX MEXAY KOMMBIOTEDAMIt
uepes ceth

Orobpaxaer & cocTane Konconw MMC cTpaniuy Web

YNPABARET NOKANLHMH YHETHbIMH 3ANUCAMA loNb30BaTENEH 1 rpyAN

HacTpanBsaeT XypHart! NPOUBOANTENLHOCTH 1 ONOBELLEHIIS

YPBAACT CLEMHBIMU HOCHTENAMY, TAKUMM KaK NpiE0As! CD-ROM,
YCTPOACTBA XPAHEHUR AZHHBIX HE MATHUTHBIX NEHTAX, 8 TAKKE
ONTWHECKUE ANCKM. KaK paswno, BCE 3TH YCTPOHCTEA HCNONb3YIOTCH
ANR AONTOBPEMEHHOD XPaHEHUA 3HHBIX W CO3/1aHUA PEIEPBHLIX KOMMH.
[laHHaR OCHACTKA NO3BONAET BHINONHHTL HACTPONKY 6330BLIX MEXAHHIMOB
RSM (Removable Storage Management)., Y705k 80CN0NL305aThes RSH,
531 NOTPE6YETCH COBMECTIHMAR € 3TON TEXHONOT el NpUKNaAHas
NporpatHa, Hanpiep Backup (ApxBaLis)

OcHacTka MMC

Onucaune

Security Configuration
and Analysis (AHanu3
¥ HACTpoika 6e3onackocTy)

Security Templates
(UWaGnons GesonackocTk)

Services (Cny6s1)

Shared Folders (Oue
nankis)

System Information
(Caenenus 0 cucteme)

TM03B0MAET BHINONHUTS AHANU3 TEKYLLEN KOHGMUrypPaLMit CUCTEMbI
6e30N1aCHOCTH KOMMbIOTEPa M CHOPMUPOBATSL HA OCHOBE PE3YNLTATOB
aHanU3a PEKOMEHARLMH N0 NOSO/Y €8 YNYHIIEHHS. YNpasnaeT
wabnoramu 6e30NaCHOCTH, NO3BONAET HA3HAYATL WAGNOHbL! 06beKTaM
PYNNOBbIX NOMMTUK, [laHHas OCHACTKA ABAAETCS YPEIBLIMAIHO
NONEIHBIM MHOTODYHKUUOHANHEIM MHCTPYMEHTOM HACTPOMKM CUCTEMbI
6e30NacHOCTH KoMNbloTEPa

M03BONSET COXPAHATL OFPOMHOE KONUHECTBO KOH(MIY PALMOHHBIX
N3paMeTPOB CHCTEMb! Ee30NECHOCTH B ORHOM MecTe — WabnoHe
6e3onacHocTy. B AansHeiieM Bul MOKETE HA3HAUUTL TaKoi wabnon
NOKANLHOMY KOMNLIOTERY AW rPYNNoBOMY 06uekTy, OcHacTka He
COREPKMT HUKAKHX HOBBIX NapamMeTpos 6e3onacHocTi. OHa nutb
MO3BONAET yA06HbIM 05pa30M OPraHM3CBaTE XPEHEHUE 3HAYEHUA
CYWECTBYIOWMX ATPUEYTOS 6230NaCHOCTM ANS TOrO, HTOBLI O6nerMTs
AAMVHUCTPHPOBaKME CHCTEMs!

3anycKaeT, OCTaHaB/MBAET W HACTPAHBAET YCTaHOBNEHHbIE

8 CUCTEME CAyKBbl

OTOBPaKAET CIUCOK OBLLX NANOK, PABONIX CEBHCOB M OTKPBLITBIX
aiinos. N0380NSET YNPaBAATS OBLUMMM NANKaMU KOMNbIOTEPA

OTOBpaxaeT UHHOPMALIIO O KOHBMIYPALMH aNNapaTHOro
W NPOrpaMMHOro obecneyerta KoMNbIoTepa





[image: image16.jpg]10.5 YnpasneHue naketamu rpm NpH Nomowu Webmin

VYnpasnenwe rpm naketamu s Webmin ocyulecranser moayns «Menessep MO,
pacnonowentsii 8 pasene « Ciucremas. [P NOMOLLM ITOO MOAYNR MOMKMO:

o YCTaHoBMTS HOBbIE NaKeTsl KaK W3 MoansHbix hainos, Tak W 3 chaiinos,
pacnonoxersix a £Ep wnn http cepsepax.

 OcyliecTanTh ROUCK YCTaHOBNEHHBIX MaKETOR.

© OnpegenuTs, K KaKOMy MAKETy OTHOCHTCR MHTEPECYIOLIMi halin.

YCTaHoBKa NaKeTa, HAXORALLETOCA HA MECTKOM AMCKE, BHIMOMMACTCA ONEHb NPO-
€70, HEOBXOAMMO YKA3aTe MMA hAANa  HAKT Ha KHONKY «YCTAHOBMTEY. HroBu!
YCTaHOBHTS TP MakeT, pacnonoxersii Ha CD-ROM, cneayer scrasuts CD-ROM
8 NPaoA. 3atem B MOAYNe «(DadNosIe CHCTEME», HAXOAALEMCR B Pasgene
«Chcremas, ySentecs, uro CD-ROM noamontuposan — & cronbue «/ToamonH-
posanals & crpoke /mnt/cdrom onswo Gure Manucawo fa. Ecnu oH we




[image: image17.jpg]Windows 2003 u desonacnocrizs

Besonacwoets, Windows Scrver 2003 KOUUCHTPHPYETCR BOKDYT KaTpoas focTyna. Konrpons
HOCTYUA S3BCIT OT MACHTItHHOCTH NOABIOBATCAN, KOTOPAH ONPEACHNCTCA HOALIOBATCHLCKOR
VHCTHOT HANHCHIO 1OALI0BATE A, UTOGM HONYHITL ZOCTYN K KOMINIOTCDY it CCTit, paGoTaIoNICit
j101 ynpasacuties: Windows Server 2003, Bul 201KHb! IPCAOGTABNTL NONLIOBITCAID YICTHYIO 32
[IHCh MOALIORITCIA, KOTOPAK COACPAIT AOHYCTHMOE HMA MOALIORATCIA # napons. JIoBofi, KTo
T ZOMCTHAIYIO KOMOHHAWINO HMCHI MOALIOBATEAS I HAPOAK, MOACT HOMYMUTS JOCTYI.
TlosToMy HCOXKOMIMO JALMULATS K2K ItMK ONLIOBATCAR, TAK W MAPOL.

Maponu 1 GesonacHoCTs

[ToHTuK ySCTHLIX 3aniicelt ONPCACTAIOT OIPAHINCHHA, TPEGOBAHMA K NAPAMCTPL NIOMMTHK
liaposicii, GAOKMPOBAIHA yuCTHux 3amuceil i cictemut Kerberos. YToGhi nonyMHTs A0CTYN K 10jii-
THEGM YSCTHLIX 3AMICCH, BBINOTNITC CACAYIOULC ACHCTBIA.

1. BuiGepue w

sanny StartAdministrative Tools=Active Directory Users and
Computers (Myck= Aavuunctpuposannc=>Ilonn3osatenn u KoMaLioTepul Active
Directory).

2. BuibepieTe n BANICIO 0MEHA.

3. BuiGepure komanay ActioneProperties (lciicrnies Crofictaa).
TTOABHTCR AHAIOTOBOE OKHO CHONCTS 20N

cna

4. UWleaxnwure na sxaaawe Group Policy (Momrika rpynn).

5. BuiGepire onmino Default Domain Policy (Iloawritka ysouanus Tosena), a 1arent
wearunre wa xnome Edit (Momdrunponarn,).
Iossires muanorosoe oxio Group Policy Object Editor (Penaxtop oGvexra nomrrmsit
rpynns).

6. Ilox yanom Computer Configuration (Kondirypauis xosiniotepa) packpoiite e-
stent Windows Settings (T2paserput Windows).

7. Iloa ysmom Windows Settings pacxpoiire anesent Securily Settings (fiapamerpu
GezomacHocTH).

8. IMoa yanom Security Settings packpoiite nesent Account Policies (Mosmwmikn
YUETHLIX 3anHCEH).

Teneps 8 nesoit nanenn okka Local Security Settings (Iapametput nokansroft Gesonacuocti)
8L ysiaTe noauTikk naponcii (Password Policy), 6nokuposanis yueribix 3anucedi (Account
Lockout Policy) it cuicress: Kerberos (Kerberos Policy)




[image: image18.jpg]fonutka naponst

Orwickas onwtro Account Policies (TToniTiky yHeTisIx Ja1Cei), Bbl MOKCTC NOAYNHTH J10C~
TYI K NOZHTHES NApOMA ¢ nosowkio komakaw Account Policies=Password Policy (Iomiriss
yueruux sanueeii= Momstika naponx). Ulects onundi, noxmariax 1a pic. 18,1, nosonssor sav
KouTpoANpORATL TpEGona
“crynena” 1 WECTH o

X naponn nomwlowaTencii. Ues AIC 8K HOAMMMACTECE 1O

| rew Gonce CIDOTIA CTHHORITCR THEOBIA K APORI0, 13K 4TO
BEPORTHOSTD yenexa HOGOBOT AT2KH NPOTHA BALICTE CHCTEMBI CTAOBIIC BCE MCHBUIC 1t MCHBILC.

B HDUBCACHHOM HIGAS NESUHE Mbl KPATKO HORCHACN KAKIIVIO 13 BOINOKHOCTET, PATHACHHACA

APHIIINACKLIC 11O YMOMHAHIUO YCTAHOBKH 1 PEKOMCHAYCM HAHGOCE IPHEMACABIC YCTAMOBKM 1A
HCNOKIORANNS B OBUICH CAYHAL.

. < .
3 word history (TpeGosatt wenosTopsemocT wapoacii). Juanciue o
b yMomuasmio paBHo 3. Mur PCROMEHAYCM yeTanasneatt maucnie 5 1 Goavie, xotopoe

OIANACT, UTO CHCTEM XPAUKT S 1IAPOAETT, NPHMCIHCMUN NOALIOBATCARMIL, TAK 4TO H1t-
KT0 414 KHX HE CAOKET 14 TOPHD BOCHOALIONATHC K

A 150 11 YT Haposiedt,
Maximum password age (Makeus@asuuiii cpox AcicTsin napoas). naucune 1o
VMOMUAHINO Priiio 42 zusM. DT ONUMA HCIOLL3YETOH 2t ONPEICHICHIS MO

e CpOXa CTIETILA 1t CHEHB 13POTE. Mbi PEROMCHIYCH HEIOMLIONATL 1

SERII

e 30,

3

& 35060 an

Y Minimum password age (Munmsaininii cpox acicrsin napoas). 3uwvicwne 1o

D ywomanio pNO U, Dra O HHOMAYETER i OHpEASIEHN 10RO

t 1 TONIIORATCREN CHEHLL CROCED AP0 N1L PEROACITTVCN HPIREIST e

P w3005 i

L v Minimum password length (MRIGAEILIGE UG 1ap0n). FIenie oy

£ pareo 0. D1 QLI HCHOALIVETCR JIR OUPEACHEISL CHLALEEO ROAIECTI CHMNO

0K I3 KOTOPHIX JIOTACH COCTORTY NAPO:t. MUl PEROMCILIVEM HEROAIOBTL A PO
i KA MEHHIYM 6 AR t






[image: image19.jpg]HUAM cromuocTi). 3uakcniie 1o ysonuanito — Disabled (Orwuouen). TpeGosanis cros
HOCTI HAXOANT OTPIHEHIE B NPaBHIAX, TPEOYIOWMX, K NpHMEPY, HCIONL30BATE § napone
KaK DPOICHLIC, TAK I CTPONMIC GyKubl, MHCHA H andasHTHO-IIGPOBLIE CHMBOILL Ecai
BoIpaGoTansibic Bamit TPCOOBAHIA K NAPOMIO HENOCTATONHM, Mb! PCKOMCHIYEM npoBecTH
nanbuciiuee uayeHie TpeboBaniii K CIOKHOCTH ¢ HCNONL3IOBAHHEM BOIMOXKHOCTCH cripa-
B8040 ccremst Windows 2003 # naxera Resource Kit s Windows Server 2003,

AT LEapuLan Uil VIDAIa I (uvnan

Store password using reversible encryption for all users in the domain (Xpanum,
NAPOK BCEX MOALIOBATENEH I 10MEHE, HCNONLIYR 06PaTHMOE Lt PoBaHite). Jave-
HHe 10 ymonuaniio — Disabled (Otkmouck). Brmoucsie 3100 arpiGyra no3sonser we-
NOALIOBATL NPOTOKON ayTewT{ikauun tapons Shiva (Shiva Password Authentication
Protocol — SPAP), npenctasnsiowmntii co6ofi Mexaniin sneHTHduKaumn GesonaciocTn
A npotokona PPP (Point-To-Point Protocol — npotokon Asyxtodeynoro COERIHCHHR),
p23paGoTankoro kopnopaweii Shiva. DTOT ATPHOYT CAEAYCT OCTABHTS OTKIIOHCHHMN,
CCAK TONBKO KNHCHT He TPEGYCT KENOIB3OBAHIHA NpoToKona SPAP.




[image: image20.jpg]Monutika BnoKMPOBAHUS YUeTHbIX 3anKcei

CReRYIOUIER Cpea HONKTHK YHETHLIX JANCCTT RBARCTC MOMTIKA GIOKHPOBAKIA YHCTIHAIX 32-
nicert (Account Lockout Policy), koTopas ynpasnsct 610KiPOBIHHEM Y4CTHOT 3aNHCH mons3oea-
Polciese>Account Lookout Foldies (Tomm yesmun et s oo

unt | yuetHux 3anuceireloauTika 6noKuposats
YHETHBIX 3anHCCHi). BROKMPOBAHHE NPENATCTRYCT J10GOBLIM ATaKAM (fIPi KOTOPLIX BBOMST BCC BO3-
MOXHLIC MU BCPORTHLIC NAPOMH) 32 CYCT OTKIIONCHMA YUETHO! 3anmch nonsaosatens. Huxe re-
DPEHHCIICHE COOTBETCTBYIOUIIE 0L,
Monutuka Kerberos
TIocnCAHAA CPSAN NONHTHK YHCTHLIX JarmHCeH — nonitaka Kerberos, xotopas ynpagaser paGo-
Tofl Jaupcioro ceanca ceasu (Aubepiste koManay Account Policiess Kerberos Policies
(Monuuku yetriix sanuceii> lonimika Kerberos). Kerberos — ycosepuwiencTeosamusii npoto-
xon cetenoit wacHTudukawt. C nomouikio npoTokoia Kerberos KNHMCHTS! MOTYT CAMHONIL! HACH-
THHUHPOBATH CeOA B HAYANC CCAHCA CBAZM, @ 3ATEM BLINONHATE MHOKCCTBO 327134 BO BPEMR T0T0
ceanca, HC vACHTHUUIPYA ceGa nostopo. [pyrimu cnosamit, Kerberos uenoassyeres ana noa-
TBCPXKICHHA HACHTHYHOCTH KIMCHTA cepsepy 1t HAoGopoT. Tlocsie NPOBCACHHA NPOBCPKH HACHTHY-
HOCTH CCQHChI CBA3 MOI'D MANHHATL 63 NOBTOPCHILA ITOrC NPOUSCEd (1100, KAK MIHIMYM, 10
MOMEHT2 Pa3phina Ca3i).





[image: image21.jpg]Tpororot Kerberos GASUpYETes Ha CHCTEME GUlcntos, KOTOPIE IEICTIRIIN Cooi
AT WUHGPOIAIILE ALY, RLIABACNIIE Kenmpos pacupocpercits &.mei KDC
(Key Distribution Center), aliaioron coTpyainiigka CAYAGU OcIoHaciuctit, o hopost s
ronopKaN BLute. DGIICT BLCTYNACT I oMM “HACHOPTA”, WACCIC € KOTOPIAN L t1cTen
aacca cekperiiofi tidpopmatiiit. Kaxauii uewtp pacnpoctpasiciiing kncucis KDC orieuact
31 onpencieiiyio cdiepy (realm); B cpese Windows 2000 orzessaaii edwpois aiineien Kia-
nuati nosen. Kposie Toro, KaAciuii KoHTpoaiep AoMeHa Active Directory siasetes 1enpos
pacnpoctpanteitisn knroveii KDC. —

Kotaa nut sxoaute s Windows 2000, rokantibe cpeactia st LSA (Local Security
Authority) NPOBONST NPOBEPKY HOATNIHMOCTH, NperocTanasn mast Giwrer TGT (Vieket
Granting Ticket — BHACT I HOAYNCHUA GIACTA), BLICTYIAKOUNIT B KANCCTRE HPOHYCR
3aTen, KoI Kan 1IOTPCGYETCst ZIOCTYN K ONPEACACHILIN PECYPEAN CCTM. Hit HPEACTaNINE
cuoft Giter TGT Komnpoiiepy OMeHa 1 3ANPOCHTE GHACT L1l HOAWICIIN H0CTVIR K o
cypey. Biaet 11 00TV K OHPERCACIIONY PECYPEY TAKAC IHHICCTCH Kak dtiem ¢t ST
(Senice Ticket). Kora i Heo0XOAMMO OV Q0CTYT K pecypey. Bt Guaet cavaGu
nperocTaniseicn peeypey. N10CAC 3700 1AM PCIOCTARACICH ATV K PECYPey. & i
MDA GUPEACARIOTE CHIThOM KONTPOE docTyna ACL s 310ra peeyp

Takus oGpasor. McAmy Kowipoaacpasit aoscion Kerberos (Kerheros Domain
Controller — KDC) B conmmeteTnyiouns oBaacTsiy MOKIO YETHEIIEN e A0IPHICIE
OrIOmEIA. T ST PAGOTIIOT TONIO TAK Ke, KAK 1 IONCPHICIAILC T
Windows NT, IE MCAULY CIABHLIMIL KOHTpomIepasit aosenor I'DC A no
xy Windows 2000 noiepainier NT LAN Manager (NTLM). noiepamsaores
¢ OGNS ¢ HACHEIYEs LML A0MeraN Windows

Oanako nporoko1 Ketheros Tpebyer Gonce TONKIY TACTPOIKI 1 3 IS PO
wext G0 1 tosenay Windows NT npi enoamaonans NTLAM. a0 ¢t ¢ 1em 1o
HOALIORITENN (AN HPOXOAITL HPOIEPRY €O CTOPOI Kitporie aoms Keiberos
JECROALEO Pits 1 it LAUPUMED, i bl pAGOTACTE 1 el 12 MACOI oI, 1M 1ipin
Jetes npoittn tiposepry 1213 s Lo gosen nowiepaitaet 1200 noamiei 510
BT K I TGt oBpaueIn K konTpoanepy Ao Ketbero. -

Kposte 1000, 01 DHTERLI 01110 I MEACY HEORIOpr LA CEDII I 1Ee1aT
KO HPOIELL K A TOMEHAN T Active. DITECTOny, KOEL RO IR i s
CPVRHOICH L CCN ETOHs HOMOLTETen, TONEPITEAINE OLIOMICHIT MCaLL 10
Windows 2000, Windaws 2000 1 Windows N'T. Windaws 2000 11 1pyinsun obiie
JA BBTI HACTPOCHLY WPVIHYIO SAMITICTPATOPOM . [TPOLECE HCHOMKI ORI TN 0F
Notieninn ¢ vimeni GNIX e TRIN
N

exa

OBCPHTCLL
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Информационные серверы


Служба  FTP


Служба SMTP





WEB сервер


Установка IIS


Настройка Web-сервера





Серверы приложений


Консоли ОС Windows


Управление пакетами в Linux





Серверы безопасности


общие понятия безопасности


Политика Kerberos





Особенности эксплуатации различных видов серверного ПО








